PIC Securmy - Aoping A New User

Introduction

HUD initially issued one PIC User ID and Password
to the Executive Director of each Housing Author-
ity. That “administrator” User ID provides access
to all modules and sub-modules in PIC. Using the
administrator ID, the Housing Authority can then
create as many other PIC User ID’s as it desires.
And each newly created User ID can be given as
broad or as limited access to PIC as the Housing
Authority wants.

This Guide explains how to add a new PIC User
ID and how to give the User ID access to the PIC
modules and sub-modules you want.
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Locating the Security Administration
Module in PIC

Log on to the PIC Web site (https://pic.hud.gov/
PIC/Logon/userlogon.asp) and the following main
menu screen will appear.

indianshousingiinformationicenter

3 PIC HEADLINES
&= User Profile

> Secumyﬂxdmmistrati% + Release 5.0.1 Completed - 8102003

Emergency Felease Installed on Weekend [full text]
+ Change of Plans for PIC Releases - 8/6/2003

Two Releases in August [full text]
m « PIC Release 4.2 Planned - 8/1/2003

Tentative release date of 8/23 [full text]
PICD load .
- « SEMAP 6/30 FYE Reminder - 7/29/2003

: 6/30 FYE SEMAR Certifications due 8/29/03 [full text]
Every user maintains their own profile in « Intermittent PIC Outages - 7232003
e Hardware and Infrastructure Problems Blamed [full text]

It is alsa provides toals for system security

Sclminictratars. Browse all PIC Headlines.

LOGOFF HUD HOME PIH HOME Q&A SEARCH/INDEX E-MAIL

Place your mouse pointer over the PIC Mainte-
nance option on the menu of PIC modules and click
on the Security Administration option from the pop
up sub-menu. The following Security List screen
will appear.

HUD HOME PIH HOME Q&A SEARCH/INDEX E-MAIL

Security Role Maint Reports

Security List

Select View: FO HA User

Field Office HA: ]

Search for User Id & Last Name O

Enter Search Text: Search |

Security Select ID Tvpe: |ALL ¥ Select Status: | Active Create New User
Administration :

Users 1to 1 of 1

| UserD: | UserNames | UserTypea | IDTypes
ccmeconn0d ] HA User User Active
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Adding a New User

The Security List screen displays a list of the cur-
rent User ID’s set up for your Housing Authority. To
add a new user, click the Create New User link on
the right side of the screen and the following User
Details screen appears.

HLUD HOME PIH HOME

Role Maint Reports

Security

Security Details

Q&EA SEARCH !/ INDEX E-MaAIL

Field Office HA:

First Name: Tenmast ¥
Middle Name: Software
Last IName: Val24
Security ~ USEr Iype: HA User W
A atio
Password: sesstees
characters
Confirm Password: |sessssss] F

Email Address: supporti@tenmastcom

Effective From Date: |01/01/2003 |* aouDDYYY

Expiration Date: 12/31/2007 |* ADODDYYYY
Active Indicator: @ Yes O No

User Status

Comments:

Complete all required fields on the User Detail
screen (i.e., those marked with an asterisk.) HUD
will create a User ID from the name information you
enter. The User ID will consist of the first letter of the
First Name you enter, the first letter of the Middle
Name you enter and the first six letter of the Last
Name you enter. (If you don’t enter a Middle Name,
the User ID HUD creates for you will have an “X”
as the second character.) Also, select “HA User” as
the User Type as shown in the screen above.

Passwords must be at least 8 and no more than 14

| Savi |
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When you have finished entering the required data,
click the Save button at the bottom of the page and
the following Security Summary screen will ap-

pear.
HUD HOME PIH HOME Q&A SEARCH ! INDEX E-MAIL
Security Role Maint-‘ Reports |
Security Summary Bulk Copy Security Details
UserID: tsval24 Modify User
User Name: Tenmast Software VA024
User Type: HA User
Module Name: PIC Maintenance W

Sub Module Name: User Profile
Security

Administration Template Name Template Description

No Templates Defined.

View Role: Use User Profile
-EE_
Use User Profile FO HA User WVAD24, Tenmast S.

The new User ID appears at the top of the page.
Record the new User ID and the password you en-
tered on the previous screen.
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Creating User Roles

At this point you have created a new User ID in
PIC, but the User ID has no security access to any
PIC module or sub-module. Access to modules and
sub-modules are called User “Roles” in PIC. Ac-
cording to PIC design, you have to create a role for
each sub-module you want access to and you have
to create the roles one at a time.

To create User Roles for modules and sub-mod-
ules, first select the Module Name from the drop
down box in the middle of the screen. Wait for the
screen to refresh and then select the Sub Module
Name from the next drop down box. When the
screen refreshes, the Add Role link will appear on
the lower, right side of the screen as shown below.

HUD HOME PIH HOME QE&A SEARCH (INDEX E-MAIL
Nl Role Maint | Repors
Security List Security Summary Bulk Copy Security Details
UserlD: tsval24 Madify User
User Name: Tenmast Software VAD24
User Tvpe: HA User
Module Name: Housing Inventary w
: Sub Module Name: w
Adrsniencig"c-:;"iciun Add Template

Template Hame Template Description

Mo Templates Defined.

View Role:
| Role | ﬂ

Mo Roles Defined.
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Then click the Add Role link and the following Role
Detail screen will appear.

HUD HOME PIH HOME Q&A SEARCH / INDEX E-MAIL

Role Maint Reports

Security Summary Bulk Copy Security Details

User ID: tsval24
User Name: Tenmast Software VAD24
User Tvpe: HA User
Module Name: Housing Inventory
Sub Module Name: Housing Authority

Security RolefData Details
M Roles: HA User Contacts __ViEWActions

Role Description: HA User Contacts
Y= sigdll Field Office HARS
Field Names Key Value

Field Office 3FPH RICHMOND PROGRAR CENTER
Field Office HA VAD?4 Wise County RHA

Select/Deselect All

On the Role Detail screen, select the level of ac-
cess this user will have to the selected sub-module
with the drop down box next to Roles in the middle
of the screen. Once the role is selected, place a
check mark next to the Select/Deselect All option
at the bottom of the screen. Then click the Save
button and the following roles confirmation screen
will appear.
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HUD HOME PIH HOME

Role Maint

Security List Security Summary
UserlD: tsval24
User Name: Tenmast Software VAD24
User Tvpe: HA User

Q&A SEARCH /! INDEX E-MaAIL

Security Details
Modify User

Bulk Copy

Module Name: Haousing Inventory
security Sub Module Name: Housing Authority

Administration

Copv Rights To Users

Add Template

Template Name Template Description

No Templates Defined.

WView Role: HA User Contacts w Add Role
| Role |
[1 | HA User Contacts Field Office HA ]

[1 Select/DeSelect All

Adding Additional Roles to the Same
User ID

To add additional Roles to the Same User ID, re-
peat the above steps. For example, if you want to
add Roles for access to the Form 50058 module
(e.g., Submission, Viewer, Reports and Alt ID
Generator), select the MTCS option from the drop
down menu next to Module Name, then select the
sub-module from the drop down box next to Sub
Module Name. Click the Add Role link and repeat
the balance of the steps. Continue this process
until you have added all the Roles required for this
User.

(Note: you can also add Roles to an existing User
ID from the main Security Administration screen by
clicking on the User ID. You will then see the above
Security Summary screen and you can select
the additional Roles by following the instructions
above.)

[ Remowve Role l
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